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We will talk about: 

  reasons for a change in the IoT vision 
  evolution from «smart things» to «social things» 
  a novel paradigm : Social IoT (SIoT) 
  relational models applicable to «social things» 
  the structure of a network of «social things» 
  projects involving «social things» 
  new SIoT based communication models 
  possible SIoT architecture and implementation 
  a sample application 
  trustworthiness in the SIoT 



Major characteristics: 

   ‘Fuzziness’: Differences in the vision 
   depend on interests, finalities and 
   backgrounds of the major stakeholders 

  Scale: The number of nodes  will be 
   order of magnitude higher than the 
   current Internet. 

  Heterogeneity: Different technologies 
   will need to interact with each other. 

  Pervasivity: Computing and  
   communication technologies  
   will be embedded in our  
   environments. 



• Tagging Things: RFID and related technologies 
– enable real-time identification and tagging  

• Sensing Things: Sensor technologies 
– enable detection of environmental status and sensory 

information 
• Thinking Things: Smart technologies 

- build intelligence at the networks’ border 
• Shrinking Things: Nanotechnology 

– enable the “networking”  of smaller and smaller 
objects  

________________________ 
1 classification taken from: L. Srivastrava , «the network of the future : what’s over the 
horizon»  BillingAsia 2006, 13 March 2006 Shangai, China. 



Source: Cisco IBSG, Jim Cicconi, AT&T, Steve Leibson, Computer History Museum, 
CNN, University of Michigan, Fraunhofer. Available at: 
http://readwrite.com/2011/07/17/cisco_50_billion_things_on_the_internet_by_2020 



•  Current implementations enable the 
cooperation among objects only if 
belonging to the same closed group.  

•  Sort of gateways are needed to allow 
inter-group communication and 
cooperation. 

•  The number of embedded computing 
and communication devices 
surrounding each of us will soon 
become too large:  
 Scalability problems will emerge  
  Efficient cooperation between smart 

objects creating trusted, dynamic social-
like communities might contribute to 
solve the issue. 

The IoT vision can be fully achieved only if objects are able to 
cooperate in an open way.  

Figure: Number of people, Internet users, 
Internet devices: forecast. 



•  Mental models are internal images or representations of 
something which people use all the time to make sense. 

•  People in general have little clue about how networks actually 
work, but most of us try to guess anyway, consciously or not. 

•  If a technology is not completely clear we make a guess on how 
it works by using a (usually simplified)  mental model. 

•  As an example, technologies such as Wi-Fi, 3G or Bluetooth are 
simply called   «wireless technologies»  by using  the concept of 
wire to give an idea on it working behavior 

________________________ 
2 this concept of mental model is taken from: A Social Web of Things  by Joakim Forno, available at 

http://www.ericsson.com/uxblog/2012/04/a-social-web-of-things/  



source: www.computerlandbg.it 

•  A study conducted at the Ericsson User Experience Lab shows 
that the mental model associated to a network is somethig like  
“very many point-to-point connections” 

________________________ 
2 this concept of mental model is taken from: A Social Web of Things  by Joakim Forno, available at 
http://www.ericsson.com/uxblog/2012/04/a-social-web-of-things/  



•  The main issue with the Internet of Things will thus not be to 
understand what is IoT from the technological point of view but how it 
works (complex dynamics to exchange data , interact with the services 
offered by objects hidden everywhere, control of our private sphere, 
etc..) 

•  The old mental model related to cables is only sufficient to understand 
the technological side of the Internet of Things. 

•  But, to avoid confusions (and refusal) and to make interacting users 
feel comfortable with the novel IoT paradigm  it is interesting to resort 
to a mental model that man has developed for thousands of years: 
social behavior and social relations that are the basis of other 
ecosystems, and other types of networks (not technological but 
human ... for example) 

________________________ 
2 this concept of mental model is taken from: A Social Web of Things  by Joakim Forno, available at 
http://www.ericsson.com/uxblog/2012/04/a-social-web-of-things/  



•  Concepts of  “friendship” and ”social relationship”  are very intuitive! 

•  Ericsson researchers think that  a solution to both  the practical 
scalability issues and the mental model/pedagogical issue could be to 
simply “dress” a network of things as if it was a social network! 

•  It is enough to envisage a social networks of objects with relevant 
services that allows them to interact, express in a natural way which 
data they need, which service they offer to users, collaborate with each 
other to create collective services to offer to the user.  

•  Deriving concepts are «Social Web of Objects» 3  and  «Social Internet 
of Things » 4 

________________________ 
2 the concept of mental model is taken from: A Social Web of Things  by Joakim Forno, available at http://
www.ericsson.com/uxblog/2012/04/a-social-web-of-things/  

3 Andreas Fasbender, Joakim Formo, Marcus Gårdman, Takeshi Matsumura, U.S. patent, US20110161478 A1  

4 SIoT: Giving a Social Structure to the Internet of Things, L. Atzori, A. Iera, G. Morabito, IEEE Communications 
Letters, vol. 15, November 2011, p. 1193 -1195 



•  Modern technologies  have made  “smart objects”  available.  
•  We are now witnessing to a generational leap from objects with 

“smartness” to objects with “social consciousness”. 
•  The evolutionary path towards the notion of objects that manifest a 

social behavior began years ago (around 2000).  

“res sapiens” 
(smart object)  

“res agens” 
(acting object)  

“res socialis” 
(social object)  

___________________________ 
5  L. Atzori, A. Iera,  G Morabito,  “From ‘Smart Objects’ to ‘Social Objects’: The Next Evolutionary Step of the Internet of 
Things” IEEE Communication Magazine, Networks, vol. 52, no. 1, 2014, pp. 97–105 



Definitions 

“an everyday artifact augmented with computing and communication, 
enabling it to establish and exchange information about itself with other 
artifacts and/or computer applications.” 6 

“Smart objects might be able to not only to communicate with people and 
other smart objects, but also to discover where they are, which other 
objects are in the vicinity, and what has happened to them in the past.” 7 

… evolution 

“spime” (neologism for a currently theoretical object introduced by 
Sterling), which are space-time objects that are aware of their 
surroundings and can memorize real-world events 8 
___________________________ 
6 M. Beigl, H.-W. Gellersen, and A. Schmidt, “MediaCups: Experience with Design and Use of Computer-
Augmented Everyday Objects,” Computer Networks, vol. 35, no. 4, 2001, pp. 401–409  
7 F. Mattern, “From Smart Devices to Smart Everyday Objects,” Proc. Smart Objects Conf. (SOC 03), Springer, 
2003, pp. 15–16.  
8 B. Sterling, Shaping Things, MIT Press, 2005.  



Smart objects  have been considered as building blocks of the Internet of 
Things 9 and classified according to their Awareness , Representation , 
Interaction . 

Three main categories identified: 

Activity-Aware Smart Objects:  
can record information about work activities and its own use.  

Policy-Aware Smart Objects:  
can also interpret events and activities with respect to predefined 
organizational policies.  

Process-Aware Smart Objects: 
understand the organizational processes and provides workers 
with context-aware guidance about tasks, deadlines, and 
decisions  

________________________________ 
9  Gerd Kortuem, Fahim Kawsar, Daniel Fitton, Vasughi Sundramoorthy, Smart Objects as Building Blocks for the 
Internet of Things,  IEEE INTERNET COMPUTING, 2010 



•  Recent researches addressed the issue of “smart” objects that exhibit 
pseudo-social behavior. 

•  An intense experimental activity involved everyday-life objects 
augmented in their capabilities to interact in modes which were 
inconceivable in the past 

•  The leap forward: distinction between a ‘thing’ that is simply connected 
to the Internet and a ‘thing’ with an active role in the network 

… as a result: 
•  An “acting object” is an object that is able to translate the awareness of 

causal relationships - which are the basis of knowledge of change and 
evolution of its environment - into actions.  

•  a significant evolution in the concept of “spime” : 

•  the ability to foment action and participate;  

•  having an assertive voice within the social web. 



•  The Smart-Its Friends procedure allows users to set temporary 
relationships of friendship on Smart-Its10 (smart wireless devices, with 
sensing, processing, and communication functions) based on the 
devices’ context. 

•  The so-called Blog-jects, a synonym for “objects that blog” 11 , are 
examples of this new attitude to a “tight interaction with the world”. 

•  The theoretical concept of Embodied Microblogging (EM) 12 , 
proposes augmented everyday objects to : (i) mediate human-to-
human communication and (ii) support additional ways for making 
noticeable and noticing activities in everyday life. 

•  Objects become able to develop a spontaneous networking 
infrastructure based on the information to be disseminated 13.  

________________________ 
10   L. E. Holmquist, et al., “Smart-its friends: A technique for users to easily establish connections between 

    smart artefacts,” Proc. of ACM UbiComp'01.September/October 2001.  
11  J. Bleecker, “A Manifesto for Networked Objects ” Proc. of the 13th MobileHCI, September 2006.  
12  E. Nazz and T. Sokoler, “Walky for Embodied Microblogging:sharing mundane activities through  

   augmented everyday objects,” Proc. of MobileHCI, September 2011.  
13  P. Mendes, “Social-driven Internet of Connected Objects,” Proc. of the Interconnecting Smart Objects  

   with the Internet Workshop, March 2011. 



What we mean is an object that is part of and acts in a social community 
of objects and devices (which, in our case, is a Social Internet of Things).  

Current open questions in the IoT arena: 
•  what really an object has to say to another object for which you 

really need an Internet of Things 
•  how these “conversations” between objects may promote the 

development of the human society 

A social object for IoT adds further questions: 
• why objects should have their own social network, separated from that of 
humans, if they are not supposed to call each other to agree to go 
clubbing by themselves (at least for the next years)?  

A director of science fiction movies has thousands of answers! 

….but as pragmatic computer scientists and engineers we must focus on 
interesting use cases to implement!  



•  An example of  Ubiquitous IoT architecture that resembles the social 
organization framework (SOF) model is given in [14].  

•  The idea of social objects is found in [15]. But no indications on the 
characteristics the social network structure of IoT should have.  

•  The Finnish Strategic Research Agenda cites the concept of Social IoT. 
•  In [16], a Social IoT architecture is described wherein social objects are 

able to participate to communities and act as bloggers.  
•  In [17], attributes reflecting the social relations of nodes are analyzed 

________________________ 
14  H. Ning and Z. Wang, “Future Internet of Things Architecture: Like Mankind Neural System or Social 
Organization Framework?,” IEEE Communications Letters, Vol. 15, No. 4, pp.: 461- 463. April 2011. 
15 M. Kranz, Luis Roalter, and F. Michahelles, “Things That Twitter: Social Networks and the Internet of Things,” 
Pervasive 2010, the Citizen Internet of Things 2010 workshop (CIoT 2010), May 2010. 
16  A. C. Boucouvalas, E. A. Kosmatos, and N. D. Tselikas, “Integrating rfids and smart objects into a unified 
internet of things architecture,” Advances in Internet of Things, Vol. 1, pp.: 5 - 12. April 2011. 
17  A. Jian et al., Nodes Social Relations Cognition for Mobility-aware in the Internet of Things, 2011 IEEE 
International Conferences on Internet of Things, and Cyber, Physical and Social Computing. 

The concept of social networks of IoT objects separated from that of human 
beings but subservient to their needs is supported by recent studies 



Objects establish social relationships with each other. Objectives of such 
relationships are twofold: 

•  Give the IoT a structure that can be shaped as required to 
guarantee network navigability18 so as that service discovery can 
be performed effectively while guaranteeing scalability. 

•  Create a level of trustworthiness which could be used to leverage 
the level of interaction between things that are “friends”. 

SIoT (Social Internet of Things) 
a novel paradigm of “social network of intelligent objects”, based 

on the notion of social relationships among objectsa,b . 
________________________________________________ 
a L. Atzori, A. Iera, G. Morabito, “SIoT: Giving a Social Structure to the Internet of Things”, IEEE 
COMMUNICATIONS LETTERS, Vol. 15, No. 11, pp.: 1193-1195. Nov. 2011. 

b L. Atzori, A. Iera, G. Morabito, M. Nitti, “ The Social Internet of Things (SIoT) – When social 
networks meet the Internet of Things: Concept, architecture and network characterization ”,  
Computer Networks, Volume 56, Issue 16, 14 Nov. 2012, Elsevier. 

________________________ 
18 J. Kleinberg, “The small-world phenomenon: an algorithmic perspective” in Proc. of ACM Symposium 
on Theory and Computing, 2000.  



What a social network allows to do,  and why it 
matters to people and things? 

Reason Humans Things 

Become visible Increase popularity Publish information/
services 

Find resources Find old friends Find information/
services 

Obtain context 
information 

Get filtered 
information 

Get environment 
characteristics 

Discover new 
resources Find new friends Find new services/

updated information 



Which social relationships things can be engaged in? 

Parental object relationship: defined 
among similar objects, built in the same 
period by the same manufacturer. 

Co-location object relationship and 
co-work object relationship: 
determined whenever objects (e.g., 
sensors, actuators, RFID Tags, etc.) 
constantly reside in the same place 
(home/industrial automation services) 
or periodically cooperate to provide a 
common IoT application (emergency 
response, telemedicine, etc). 

Ownership object relationship: 
defined for objects owned by the 
same user (mobile phones, game 
consoles, etc.). 

Social object relationship: 
established when objects come into 
contact, sporadically or continuously, 
for reasons purely related to relations 
among their owners 



•  A widely accepted classification of social relations (among humans) 
is proposed by Alan Fiske though his “relational models” theory19. 

•  It emerges that four basic relational frames or structures are 
sources for generating social actions 

•  These derive from the four elementary models that the Friske 
theory proposes:  

 Communal sharing.  
 Equality matching. 
 Authority ranking.  
 Market pricing. 

_____________________________________ 
19   A. P. Fiske, “The four elementary forms of sociality: framework for a unified theory of social relations,” 
Psychological review, vol. 99, 1992. 



Can be associated with the behaviors of objects, which are not relevant 
individually but, on the contrary, have only a collective relevance.  
For example, objects that operate in the form of “swarm”, according to which it 
is not important the service offered by the single object but the service that the 
entire swarm can provide to users. 

Definition (Communal sharing relationships) 
equivalence and collectivity membership emerge against any 
form of individual distinctiveness. 

Humans/Things 



• It may represent all forms of information exchange between objects that 
operate as equals and that request and provide information (or basic services) 
among them in the perspective of providing IoT services to users while 
maintaining their individuality.  
• While with objects in communal sharing relationship the service is associated to 
the whole group, in the second case every object has associated a service that it 
advertises. 

Humans/Things 

Definition (Equality matching relationships) 
egalitarian relationships characterized by in-kind 
reciprocity and balanced exchange. 



• Established between objects of different complexity and hierarchical levels 
(such as: RFID reader and Tags, Bluetooth master and slave terminals, etc..) 
among which information exchange is highly asymmetric.  
• In this case, the service advertised is usually associated to the whole group of 
objects (coalition composed of master and slaves) or to the object of highest 
rank. 

Humans/Things 

Definition (Authority ranking relationships) 
relationships that are asymmetrical, based on 
precedence, hierarchy, status, command, and 
deference. 



• These can be associated with interactions that objects have whenever they find 
themselves having to work together in the view of achieving mutual benefit.  
• In many IoT applications, cooperation among smart objects is a fundamental 
principle, which precisely implies the participation in this relationship only when 
it is worth the while to do so. 

Humans/Things 

Definition (Market pricing relationships) 
relationships that are based on proportionality, 
with interactions organized with reference to a 
common scale of ratio values. 



Category of 
“object 

relationship” 
Applicable relational model 

Type of object 
interaction  

Application examples 

Parental object 
relationship 

Communal Sharing 
Equality Matching 

Market Pricing 

Swarm 
Balanced  

Cooperative 
Best practice sharing 

Co-location object 
relationship 

Communal Sharing 
Equality Matching 
Autority Ranking 

Swarm 
Balanced  

Unbalanced 

Environmental monitoring 
Building automation 

Industrial automation 
Data fusion 

Automatic identification of goods 

Co-work object 
relationship 

Communal Sharing 
Equality Matching 
Autority Ranking 

Swarm 
Balanced  

Unbalanced 

Emergency and first responder deployments 
Data distribution 

Telemedicine 
Military applications 

Logistics 

Ownership object 
relationship 

Equality Matching 
Autority Ranking 

Balanced  
Unbalanced 

Remote control of devices 
Personal data storing and distribution 

Multimedia content fruition 
Infomobility and positioning 

Social object 
relationship 

Equality Matching 
Autority Ranking 
Market Pricing 

Balanced  
Unbalanced 
Cooperative 

Personal data exchange 
Cooperative sharing and downloading 

Distribute gaming 
Cooperative and hybrid positioning 



The structure of a network of social things 



  How do things move? 

  How do the resulting network look like? 

  What observations can be drawn? 

  Assumption: things that are often in proximity of each other 
establish relationships 



  Mobility patterns of humans:  

-  Many datasets (see CRAWDAD) 

-  Many mobility models (see P. Santi, Mobility models for next generation 
wireless networks, Wiley 2012) 

  Mobility patterns of things: uncovered! 

-  … almost (L. Galluccio, et al. “On the potential of group localization in the 
IoT”, IEEE WoWMoM 2011) 

  A starting point: 
-  Usually things do not move by themselves: they are transported by 

humans 

-  Mobility patterns of people have been studied 



  … but what are the things that we usually carry with us in 
different situations? 

  We carried out a survey involving around 450 people 

  Questions: 

-  What “smart” things do you owe? 

-  Which them you carry out when you go to XXX? 

  XXX can be work, leisure, vacation, gym, shopping, etc...  



H T B W S P E C 
Desktop 0.62 0.61 
NTV Devices 0.74 
Laptop 0.82 0.52 0.55 0.01 0.01 
Camera 0.76 0.43 
MP3 reader 0.67 0.51 0.26 0.26 0.17 0.36 0.10 0.10 
Navigator 0.06 
Env. sensors 0.15 0.36 
Vital par. sensors 0.06 
Printer 0.54 
Tablet 0.15 0.11 0.10 0.20 0.02 0.01 0.04 0.02 
Smartphone 0.94 0.98 0.91 0.79 0.97 0.42 0.96 0.88 
TV 0.91 

H: home; T: trip; B: business trip; W: work, S: shops, P: sport, E: Entertainment, C: Car 



  A few datasets exist which relate the mobility pattern of 
humans to the type of places they are visiting, e.g., 

-  P. Meroni, et al., 

 http://crawdad.cs.darthmouth.edu/unimi/pmtr 

  Very informative, but very limited → Simulations! 

  SWIM: a mobility model that takes social behavior into 
account 

-  A. Mei et al., “SWIM: A simple model to generate small 
mobile worlds”, Infocom 2009 



Cell 



In each cell  
distribution of 
places is taken 

from data 
published by  
New York 

municipality 



Node mobility in accordance to 
SWIM 
Each node has a home 
Nodes prefer to visit popular places 
and places near their home. 
A parameter is used to weight 
popularity and proximity 



Once the destination has been 
chosen, the node carries the 
things in accordance to the 
results of our survey 



Only strong ties 



  Average distance: 

-  SIoT: 2.85 

-  Random: 3.03 

  Diameter: 

-  SIoT: 6 

-  Random: 11 



Not just a researchers' toy... 



  Forerunner: Pachube 

  Toyota Friends Network 

  Nike+ 

  Paraimpu 

  Ericsson 

  Evrythng 







  Toyota: 442 million yen ($5.5 million) 

  Microsoft Corp.: 335 million yen ($4.1 million) 

  Salesforce.com: 223 million yen ($2.8 million) 





NikeFuel 











  Paraimpu is a social tool that allow people to 
connect, use, share and compose smart things 
& services 

  Built around three blocks 



  Paraimpu is a social tool that allow people to 
connect, use, share and compose smart things 
& services 

  Built around three blocks 



  Paraimpu is a social tool that allow people to 
connect, use, share and compose smart things 
& services 

  Built around three blocks 



  Paraimpu is a social tool that allow people to 
connect, use, share and compose smart things 
& services 

  Built around three blocks 



Project/ 
Company 

Interaction 
between 
things 

Autonomous 
establishment of 
social relationships 

Open to the 
development of new 
applications 

Clear 
application/ 
business case 

Nike+ Yes Yes No Yes 

Web of Things 
– Ericsson 

Yes Unspecified Yes Yes 

Toyota Friend Minimal No No Yes 

Evrythng Minimal Yes Yes Use cases 

Paraimpu Yes No Yes Unspecified 



  Up to now:  

  Relationships between things explicitly established by object 
owners 

  social-like interactions between smart things utilized to build 
Web of Things applications 

  What's next? 

-  Give things policies and let them interact with each others 

-  Exploit social-like relationships between smart things at the 
networking layer to 

  Ensure network navigability in the IoT 

  Support differentiated trust levels for communications in the IoT 

  Provide new networking primitives 



  In the SIoT different types of relationships have been defined: 
  Parental Object Relationships (POR) 

  Co-Location Object Relationships (C-LOR) 

  Co-Work Object Relationships (C-WOR) 

  Social Object Relationships (SOR) 

  Ownership Object Relationships (OOR) 

  Each type of relationship can be enabled (or not) by the things owner 

  Enabled types of relationships can be characterized by simple parameters 

  For each type of relationship the information that can be disclosed is selected 

56 



  Average distance: 

-  SIoT: 2.85 

-  Random: 3.03 

  Diameter: 

-  SIoT: 6 

-  Random: 11 



  Use social relationship 
as an indication of trust 
between things 

  Use notions like: 
  Reputation 

  Centrality 

  Opinion 

  Security = cost 

  Smaller distance in the 
social network ↔ Higher 
level of trust 



  IoT requires new communication models.    
 For example, 

-  IoT nodes may not be aware of the addresses of the nodes 
offering the services or contents they need 

-  Often they rely on an appropriate context server 

  Nodes offering a service/content notify the server 

  Nodes interested in a service/content query the server 

→ Feasible but impractical because 

  Problems related to the deployment and selection of the 
appropriate server (how to define a context?) 

  Lack of autonomy and autonomicity (antidotes to complexity) 

-  R. Sterrit et al. Autonomicity – an antidote to complexity? IEEE 
CSBC 2005 



  A node can publish a new service/content or send an 
interest in a service/content similarly 

-  Like in Information Centric Networks (ICN) 

  When the corresponding primitives are invoked a 
notification is propagated throughout the social network 
(up to a certain distance) 

  Such a paradigm  

-  Can work at the overlay layer 

-  Can be integrated in ICNs 



  u1 becomes friend of u2 (type of relationship: r1) 

  u1 creates an interest n1.n2 
-  n1 encodes u2 

-  n2 encodes u2 and the type of relationship 



  u3 becomes friend of u2 (type of relationship: r2) 

  u3 creates an interest n1.n3 
-  n1 encodes u2 

-  n3 encodes u2 and the type of relationship r2 



  u4 becomes friend of u2 (type of relationship: r1) 

  u4 creates an interest n1.n2 
-  n1 encodes u2 

-  n2 encodes u2 and the type of relationship 







  Recall the major types of relationships 

same brand 

Co-local 
Co-work 

Parental Social Co-owenership 



Profiling 

Social 
graph 

Social 
presence 

Partici-
pation 
model 

Relation 
control 

Service       
APIs ID Mngt 

Profiling 
Owner 
control 

Rela-
tionship  

mngt 

Service 
disco-
very 

Service 
compo-
sition 

Trust-
worthi-

ness  
mngt 

Service    
APIs 

Social Network 
for Humans* 

Social Networks 
for Things 

*D. M. Boyd and N. B. Ellison, “Social network sites: Definition, history, and scholarship,” Journal 
of Computer-Mediated Communication, vol. 1, no. 13, 2007. 











Place 

Channel 

SIoT  
Server 

Feed 

User 

Group 



















User Device: students’ and teachers’ smartphones. 

Room Device: microcomputer located in classrooms. 

Information server: application server. It is seen 
as a SIoT object as well. 

SIot Server SIoT 



  Class schedule and relevant changes 

  Car pooling among students 

  Sharing of exercises and notes 

  Meeting during breaks 



University 

Classroom 

Classroom 

Classroom 

Classroom 

Classroom 

Classroom 

SIoT 



University 

Classroom 

My Loca3on is……. 

Classroom 

Classroom 

Classroom 

Classroom 

Classroom 

SIoT 



University 

Classroom 

Classroom 

Classroom 

Classroom 

Classroom 

Classroom 

SIoT 



Classroom 

The Room Device is constantly in Bluetooth «discoverable mode». It always 
sends beacon packets visible to any other device working in «scan mode» 



The User Device periodically scans the Bluetooth frequency bands to discover 
new devices; it then «sees» the Room Device  and every other device in 
«discoverable mode» 

Classroom 



If a User Device finds a new device nearby, it sends to the SIot Server the 
relevant mac‐address 

I see: 
00:12:23:AC:3D:12  Classroom 

00:12:23:AC:3D:12 

SIoT 



Classroom 

Now the SIot Server knows that the user and the room devices are neighbors. If 
this event occurs at least for half an hour and at least for two different days, the 
condi3on for the CoWork rela3on crea3on is verified and the devices become 
friends 



If one or more user devices are in Bluetooth "discoverable mode” like the 
Room Device, the other User Devices can see it and sends the nearby mac‐
address to the SIoT Server 

Classroom 
I see: 
AC:A2:90:DE:ED:34 

AC:A2:90:DE:ED:34 

SIoT 



Thus the SIot Server knows that two User Devices are neighbors. As for the 
CoWork rela3on, if this event occurs at least for half an hour and at least for 
two different days, the condi3on for the  Social Rela3on crea3on is achieved 
and the User Devices become friends  

Classroom 



Another way followed to create the Social Rela3on is based on the loca3on. All 
the devices that see the Room Device (that is a sta3c device) send the mac 
address to the SIot Server. If the server receives the Room Device mac address 
from two or more user devices, at the same moment, it understands that the 
User Devices are in the same room.  

Classroom 

I see: 
00:12:23:AC:3D:12  00:12:23:AC:3D:12 

I see: 
00:12:23:AC:3D:12 

SIoT 



The devices are interested in the class schedule and relevant changes. 

Classroom 

Distribu5on of class 
schedule 



The class schedule is ini5ally 
uploaded at the Informa5on 
Server 

SIoT 



The Informa3on Server has a 
CoLoca3on friendship with the 
Room Devices 

SIoT 



Every Room  Device finds and 
downloads the lesson 3metable 
related to the classroom where is 
located using CoLoca5on links 

Room X class schedule 

Room Y class schedule 

SIoT 



During the classes, the Room Device 
con3nuously  sends to the SIot Server, a 
feed containing the lesson name that is 
taking place and the URL to download 
the lesson 3metable 

#Lesson=Mathema5cs #URL=www.infoma5on_server.com…….  

SIoT 



SIoT 

Teacher  
smartphone 

Feeds on schedule updates 

Retrieve updates  
if the source is  
trustworthy 



The User Devices look for new 
feeds related to the class 
schedules and relevant changes 
using CoWork and Social links 

There are new 
feeds for my 
classes? 

SIoT 



The SIot Server responds with 
the feeds of the CoWork friends 

#Lesson=Mathema5cs 
#URL=www.infoma5on_server.com……. 
#GROUP=MATH 

SIoT 



SIoT 

Now, the User Devices know 
where to download the lesson 
3metable and proceed 
downloading it from the 
Informa3on Server 

Math lesson 5metable 



If the device that receives the 
lesson 3metable change is a User 
Device, it sends a no3fica3on to 
the (human) user 

The lesson 5metable is changed 



  Main feactures 

  The Information Server uses the local CoLocation and CoWork 
links to spread the schedule information 

  The devices uses the CoWork and Social relationships to find the 
schedule 

  The teacher uses the CoWork and Social relationships to update 
the information 

  The trust management is fundamental for spreading only realible 
information 





  Why should an object trust the service received from another 
object? 

  Basic idea  

  objects mimic the human social behavior 



Object p1 requests service s10  

Object p5 provides service s10  

p2, p4 , p3  are friends of p1  



  Storage 
  Centralized 
  Distributed 
  Rater-Based 
  Ratee-Based 

  Processing 
  Average 
  Weighted Average 
  Probabilistic Estimation 

  Sharing 
  Local 
  Part 
  Global 



 Transitivity 

 Asymmetry 

 Composability 

 Personalization 

Eric Bob Alice 

0.8 0.4 

0.6 0.9 

Bob 

Eric 

Alice 

Maria 

0.8 

0.3 

Eric Bob 

Alice Bob 

0.8 

0.6 

Bob 

Bob Eric 

Eric 



 Feedback system 
  Collects opinions 

 Transaction Factor 

 Number of Transactions 

 Credibility 



 Computational Capabilities 

 Relationship Factor 

 Centrality 



Subjective 
Each node computes 
the trust level of its 
friends on the basis of 
its past experience 
and that of its friends 

Objective 
Community view of 
the trust level 
The Pre-Trusted 
Objects store the 
trust levels 

PTO 





 Centrality (R) 

 Indirect opinion (Oind) 

 Direct opinion (Odir) 



 Centrality (R) 

 Long-term Opinion (Olon) 

 Short-term Opinion (Orec) 



DHT DHT 

PTO 

 Request of the trust value 

 Store of the trust value 



 Brightkite traces 
  Location-based online social network data+ 

 A number of objects owned by each person* 
  Half with her and half at home/work 

 Comparisons 
  PeerTrust§ - peer-to-peer networks 

  Trust relies only on the feedback system 

  TidalTrust+ - social networks among humans 

  Trust is evaluated on the basis of the relationship factors 

+ http://snap.stanford.edu/data/ 
*In May 2012, we inquired 1000 people about the number and type of owned objects  
and  where they keep the objects 
§L. Xiong, L. Liu. PeerTrust: Supporting Reputation-Based Trust in Peer-to-Peer Communities.  
IEEE TKDE, 2004 
+J. Golbeck, Personalizing Applications through Integration of Inferred Trust Values in 
Semantic Web-Based Social Networks, Semantic network analysis, 2008 



  Parameters 

  800 nodes in the SIoT 

  25% of malicious nodes 

  5% of nodes respond to a transaction request 

 2 scenarios implemented 
  Overlay 
  Non-overlay 
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